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Heartbleed test FAQ/status

There should not be false results anymore, only "Uh-Oh"s.
If there are problems, head to the FAQ

Enter the hostname of a server to test it for CVE-2014-0160.

yahoo.com m

yahoo.com IS VULNERABLE.

Here is some data we pulled from the server memory:

(we put YELLOW SUBMARINE there, and it should not have come back)




What is software supply chain risk?
How does it happen and what can we do about it?
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[ Showing the strain. Brian Smithson (@smithser) via flickr, CC BY 2.0 ]
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[ The 42 Domino Effect. Bernard Rose (br-images) via flickr, CC BY-NC 2.0 ]




| [ Ethernet switch. Open Grid Scheduler via flickr, public domain
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What is software supply chain risk?

Potential for failure due to misalignment of importance and
quality/security.
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What is software supply chain risk?

Potential for failure due to misalignment of importance and
quality/security.

How does it happen and what can we do about it?

Due to technical and social factors which must be addressed

simultaneously.
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When | say “software supply chain,” | am pointing out that:

Global digital infrastructure software is developed and
delivered through simultaneously decentralized and highly
interdependent collaborations.



The “risk” I'm referring to is that:

This supply chain enables rapid innovation, but is also
susceptible to disruption from multiple vectors: attack,
errors, decay.



| propose that:

We can detect at-risk software
and intervene to prevent disruption.



Locating this line of work

- Increasing area of concern (academia, industry, government)
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Locating this line of work

- Increasing area of concern (academia, industry, government)

- Problem space sits primarily in computing:

- Engineering and development practices

- Maintenance processes

- Social computing / computer-supported cooperative work (CSCW)
- Cybersecurity practices

- Technical management structures

- Technology policy and regulation

- A technology problem which requires sociotechnical analysis, explanation, and
solutions.
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- 12+ publications (incl. ACM CSCW, IEEE SANER, IEEE Security & Privacy, ICSE CHASE) -
I'll talk about 2 of these today in depth, with a 3rd in preparation

- 25+ industry / community talks (practitioners, general public)
- PhD, Communication + Statistics Track, UW Seattle
- MS, Computer Science, University of Chicago

- Industry experience: IT systems (career ladder: service delivery, system
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My approach

My research analyzes how software is built,

maintained,

and decays -

including what practices lead to secure and sustainable projects,
who participates,

and what can go wrong.

14/74
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Overview

- Introductions — me, the problem space

- Cross-sectional method for measuring underproduction (supply chain risk) [paper 1]
- Sociotechnical factors associated with risk [paper 2]

- Expanding into longitudinal methods [working paper]

- Interventions and areas of work + future
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commons-based peer production:
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Much of our digital infrastructure is built through
commons-based peer production:
a self-organizing mix of volunteer and paid contributors

making self-selected modular contributions,
freely available under an open license.
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Heartbleed test FAQ/status

There should not be false results anymore, only "Uh-Oh"s.
If there are problems, head to the FAQ

Enter the hostname of a server to test it for CVE-2014-0160.

yahoo.com m

yahoo.com IS VULNERABLE.

Here is some data we pulled from the server memory:

(we put YELLOW SUBMARINE there, and it should not have come back)




FREE CYBER SERVICES SECURE BY DESIGN SECURE OUR WORLD 1T SHIELDS UP @REF‘DRT A CYBER ISSUE

Ameﬁca’s cyber Defe"se Agency search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics v Spotlight Resources & Tools v News & Ev Careers About v

Home / Mews&Events / CybersecurityAdvisories | Cybersecurity Advisory share: @) 3 |

CYBERSECURITY ADVISORY

Mitigating Log4Shell and Other Log4j-Related
Vulnerabilities

Last Revised: December 23, 2021 Alert Code: AA21-356A

Summary



e WIKIPEDIA ‘ Q_ search wikipedia

Y ‘The Free Eneyelopedia ‘ Search ‘
i= XZ Utils backdoor %\ 12 langua
Article Talk Read Edit View history T

From Wikipedia, the free encyclopedia

In February 2024, a malicious backdoor was introduced to the Linux build of
the xz utility within the liblzma library in versions 5.6.0 and 5.6.1 by an

XZ Utils backdoor

account using the name "Jia Tan".[°1%] The backdoor gives an attacker who J
possesses a specific Ed448 private key remote code execution capabilities on (

the affected Linux system. The issue has been given the Common /
Vulnerabilities and Exposures number CVE-2024-3094 " and has been

assigned a CVSS score of 10.0, the highest possible score.[5] /

ot
While xz is commonly present in most Linux distributions, at the time of /__\

discovery the backdoored version had not yet been widely deployed to Previous XZ logo contributed by Ji:
production systems, but was present in development versions of major CVE CVE-2024-30941
distributions.[6] The backdoor was discovered by the software developer identifier(s)

Andres Freund, who announced his findings on 29 March 2024.17] Date at or before 27 Ma

discovered 2024; 9 months ac
=
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Underproduction in digital infrastructure occurs when:
the quality of a good is relatively low
while its importance is relatively high.

[ Champion and Hill (SANER 2021) ]



Misalignment in FLOSS

[ Champion and Hill (SANER 2021) ]

Relative Quality

High ’

Low High
Relative Importance
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Method: Underproduction Measurement

Identify a Body of Digital Infrastructure

Identify a Measure of Quality

Identify a Measure of Importance

Specify a Relationship Between Quality and Importance
Test for Deviations to find Relative Underproduction

a o w N -
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Step 1: Identify a Body of Digital Infrastructure

search
@ Blog Micronews Planet
debian /

THE COMMUNITY THE OPERATING SYSTEM

Debian is a Community of People!
-

Debian is a complete Free Operating System!

1) Buster makes us feel good! Jj

[octo crov o [ Download

Who we are and what we do

:.= People Why Debian
-

What makes Debian special

Sample size: 21,902 packages
[ Champion and Hill (SANER 2021) ] P P § 25/74



Step 2: Identify a Measure of Quality

Bug resolution time as estimated through...

Bayesian Hierarchical Survival Analysis

[ Champion and Hill (SANER 2021) ] 26/74
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Step 2 cont’d: Identify a Measure of Quality

Survival probability

o
o
o
o

0.00
3 2500 5000 7500 10000
Days

Open Bugs
ty=normal 22434 26474 9667 )
mportant 93387 7028 1473 54 0

69040 1400 271 o 0
y=grave 19737 1032 348 44

Figure 1: A Kaplan-Meier curve showing bugs of different severities that remain open over time.

Sample size: 461,656 bugs

[ Champion and Hill (SANER 2021) ] 27174



Step 3: Identify a Measure of Importance

[ Champion and Hill (SANER 2021) ]

POPCON

About Debian Getting Debian Support Developers' Corner

debian / debian popularity contest / all reports

24285
262144
131072
63336
a2ms
16384
a10z
409
2048
1024

Debian Popularity Contest

Number of submissions per architectures

Sample size: 201,484 systems.
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Step 4: Relating Quality and Importance

[ Champion and Hill (SANER 2021) ] 29/74



Step 5: Test for Deviations to Find Relative Underproduction

Aligned Misaligned
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Packages
Aligned Overproduced Underproduced

[ Champion and Hill (SANER 2021) ] 30/74



Validation: Non-maintainer Uploads

- A non-maintainer upload (NMU) is an indicator of risk

- Increased risk as measured through underproduction is associated with increased
odds of a package receiving an NMU.

Table 1: Log-odds of receiving an NMU; U; is underproduction factor.

Intercept —3.03*
[—3.10; —2.95]
Mean U; 0.47*
[0.40; 0.53]
Num. obs. 21902

* 0 outside the confidence interval.

[ Champion and Hill (SANER 2021) ] 31/74



Contribution: New Method

1. Identify a Body of Digital Infrastructure

Identify a Measure of Quality

Identify a Measure of Importance

Specify a Relationship Between Quality and Importance

Test for Deviations to find Relative Underproduction

aF W N
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Contribution: Risk Quantification

20000 ..

15000

10000

Quality Ranking

5000

0 5000 10000 15000 20000
Installation Ranking

Many widely used packages are low quality - the conditions for a problem like Heartbleed.

) ) 33/74
[ Champion and Hill (SANER 2021) ]



Contribution: Risk Quantification

gnome-power-manager — T T 7
mesa —{Ir— . -
pkg-config 4 . ._:D_ . .
reprepro
software-properties { . 1 } P—
gnome-screensaver ——{ T F———veeee -
x11-xserver-utils —— T - .
dvd+rw-tools { e ———— T F——cesee s o
cdrkit T ——weeeess

Irzsz . 1T}
plasma-desktop{
glibc-doc-reference | . ee o .
network-manager-openvpn 4 . .o

2 gtk2-engines . e o .
2 bluez —]
k] limpse .
S glimp:
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gdm3 -—‘ '__
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xserver-xorg-video-nouveau — T ——— -

rdesktop e[ e
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queak-plug " T 1
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Underproduction: An Approach for Measuring Risk
in Open Source Software
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Impact:

- Sovereign Tech Fund, now Agency (German Gov't)
- Open SSF Criticality Score (Linux Foundation)

- A new angle for garnering insights

Invited talks to practitioners, industry groups




When highly important software is low quality or not secure,
we're all at risk. How does this happen?
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Common suggestions....

- Age: Old packages, languages
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How do important packages end up neglected?

Common suggestions....

- Age: Old packages, languages
- Lack of redundancy: too much reliance on single points of failure

- Isolated from the main community

) 38/74
[ Champion and Hill (SANER 2024) ]



Hypotheses

H1: Older packages are more likely to be underproduced.

H2: Packages written in older languages are more likely to be underproduced.
H3: Older packages in older languages (H1 + H2) are more likely to be
underproduced.

H4: Packages with more contributors are less likely to be underproduced.
H5: Packages with less maintainer turnover are less likely to be
underproduced.

Hé: Packages maintained by a team are less likely to be underproduced.

H7: Packages with low influence (eigenvector centrality) are more likely to be
underproduced.

H8: Packages with low brokerage (betweenness centrality) are more likely to
be underproduced.

@ XK X 1P I Q@R

X

@H correct % H incorrect (sign flip) x Inconclusive / Not significant in full model

[ Champion and Hill (SANER 2024) ] 39/74
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Influence

Packages with low influence (eigenvector centrality) are less likely to be underproduced
(not more, as proposed?).

[ Champion and Hill (SANER 2024) ] bl



Takeaways

Sources of Underproduction in Open Source
Software

Kaylea Champion
Uiiversiy of Washngton
Kayls@uwcdu

i St ek S gt

R i s e
i b A
e f byt aceape o

b & desaed v
i o s e e 1 b

i et

Iwanerion
opn s s gy sty s o
vt yvim capoces, o, e duppoct pec
e i et s s o g o b Y

o et
e 1] Mo e el e rcion
S e inovaive and el (5. GNUIL i, A

Benjamin Mako Hill
Uinversiy of Washington
makoll@usd

e g s vl s s 1

b of e e cpn il i3 et
s ot i nd b . s el n B 2
st o Ve e 0l of
o el .t s e o

1 Backaronso

e e oy ot ey teme 1, Uil s

and ython,
o o sways sl with ks 1 3 o e by he
ok o e r by e e bl

0F e oo s e &

L ol iy . e e
oo own 1 be widpred I open soue safn (2
Some vt o oy e b oy

5

i
ot FLOSSs it i b e, e prcs
eoods can

o s commons s pe prsucion oganztions it

comaties 1 thce2ed i o acpescucion i apea
o sl a1 b el coiens (c5

bl portion of FLOSS

ividuls—<specaly soluncer—end 1 chos
ks ey e s ot be
e o g o + o s o s e

inoduce an impora o of ik

Age is important (but attenuates)

45/74



Takeaways

Sources of Underproduction in Open Source
Software

njamin Mako Hill
u on

- Age is important (but attenuates)

- Individuals and small teams perform well...

45/74



Takeaways

Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)
- Individuals and small teams perform well...

but this is not always practical.

45/74



Takeaways

Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)

- Individuals and small teams perform well...

but this is not always practical.

- Core people are already carrying substantial burden.

45/74



Takeaways

Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)
- Individuals and small teams perform well...
but this is not always practical.
- Core people are already carrying substantial burden.
- We have more to learn...

45/74



Takeaways

Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)
- Individuals and small teams perform well...
but this is not always practical.
- Core people are already carrying substantial burden.
- We have more to learn...

about carrying capacity,

45/74



Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)
- Individuals and small teams perform well...
but this is not always practical.
- Core people are already carrying substantial burden.
- We have more to learn...

about carrying capacity,

setting priorities,

45/74



Sources of Underproduction in Open Source
Software

- Age is important (but attenuates)

- Individuals and small teams perform well...

but this is not always practical.

- Core people are already carrying substantial burden.
- We have more to learn...

about carrying capacity,
setting priorities,

and development team structure.
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Taking a Lifecycle Perspective
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Dynamic Underproduction Analysis

1. Identify a longitudinal measure of importance.

. Identify a longitudinal measure of quality or security.
. Make units comparable.

. Propose a preferable temporal relationship.

a B~ w N

. Extract relevant comparisons.

[ Champion, K, and Hill, B. M. (2025, Working Paper) ] 4074
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Measuring Quality Longitudinally

{4 Y

pylint 3.2.6

pip install pylint @

python code static checker
- Stepping upstream in the supply chain

- Static analysis using validated measures via tools available to practitioners
- Using Pylint for Python; evaluating Flawfinder and Clang Scan-build for C/C++

[ Champion, K, and Hill, B. M. (2025, Working Paper) ] 50/74



Taking a Lifecycle Perspective
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Taking a Lifecycle Perspective
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- Robust methods
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- underproduction in other domains (scientific
software and data, protocols, standards)
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organizational models, and ecosystem design
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Thank you!

kaylea@uw.edu—@kaylea@social.coop
https://kayleachampion.com
Actively seeking new funding and collaborators!

We gratefully acknowledge support from the Sloan Foundation through the Ford/Sloan Digital Infrastructure
Initiative, Sloan Award 2018-11356 as well as the National Science Foundation (Grant 11S-2045055). This work was

conducted using the Hyak supercomputer at the University of Washington as well as research computing
resources at Northwestern University.
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Maintainers
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Number of Maintainers

Underproduction Factor

Visualizing the optimum number of maintainers for a package.
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Betweenness

Brokerage (betweenness centrality) not significant in full model.

[ Champion and Hill (SANER 2024) ] 59/74



Sources of underprod - full model fit

Table 2: Underproduction is a function of social and technical factors. Coefficients are log-odds
estimates with a 95% Cl; the number of observations varies due to missing data.

M1: no lang/network measures M2: No language measures M3: No network measures Mé: Full model
(Intercept) —1.90%* —1.66* —6.57* —7.28*
[—2.07; —1.73] [—1.91; —1.41] [—8.24; —4.89] [—9.06; —5.50]
Package Age (years) 0.14* 0.08* 0.32* 0.34%
[0.13; 0.15] [0.06; 0.09] [0.22; 0.43] [0.23; 0.45]
Uploader Count 0.21* 0.13* 0.26* 0.18*
[0.17; 0.24] [0.09; 0.17) [0.21;0.32] [0.12;0.24]
Did maintainer change? 0.32* 0.35% 0.27* 0.22
[0.19; 0.45] [0.19; 0.51] [0.03; 0.51] [—0.03; 0.47]
Team proportion 0.17* 0.03 —0.48* —0.20
[0.02;0.33] [—0.17;0.23] [—0.79; —0.16] [—0.54; 0.13]
Eigenvector Centrality 16.74%* 18.91*
[13.08; 20.41] [14.18; 23.64]
Betweenness Centrality —0.00 —0.00
[—0.00; 0.00] [—0.00; 0.00]
Mean Language Age 0.15* 0.16*
[0.11;0.19] [0.12; 0.20]
Package Age : Mean Language Age —0.01* —0.01*
[—0.01; —0.00] [—0.01; —0.01]
AlC 6586.11 4373.82 2305.08 2088.71
BIC 6619.97 4418.64 2345.35 2140.37
Log Likelihood —3288.05 —2179.91 —1145.54 —1035.35
Deviance 6576.11 4359.82 2291.08 2070.71
Num. obs. 6450 4459 2328 2299

* Null hypothesis value outside the confidence interval.
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Power-sharing and Underproduction

Mean Underproduction Factor
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Gaughan, M., Champion, K; and Hwang, S. (2024) Engineering Formality and Software Risk in Debian. IEEE SANER.
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Engineering formality and Underproduction

Underproduction Factor
o

H
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Gaughan, M., Champion, K;; and Hwang, S. (2024) Engineering Formality and Software Risk in Debian. IEEE SANER.
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Retaining Contributors and Underproduction

3
g

Model-predicted values:

1000 10000
Revision Count

IP-based == FALSE == TRUE

Figure 2: The marginal effect of having higher experience on the average alignment of an article
selected for editing. Increasing values indicate increased levels of underproduction, i.e. low-quality
but highly-viewed topics.

Champion, K., and Hill, B. M. (2024) Countering underproduction of peer produced goods. New Media & Society 63/74



Retaining Contributors and Underproduction

E

Model-predicted values:

100
Revision Count

IP-based == FALSE == TRUE

Figure 3: Marginal effect of increased experience on contributor task selection from our
within-person sample. We use median individual-level fixed effects. Dashed lines are predicted
values using a linear model, while dotted lines use a quadratic model.

Champion, K., and Hill, B. M. (2024) Countering underproduction of peer produced goods. New Media & Society 6474



Findings: Underproduction in Debian
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The long tail of GUI underproduction
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Commons-based peer production is characterized by:

- self-selection of tasks
- sharing, collaboration

- combining modular work

- diverse motivations

- fun, kindness, reciprocity
- convenience, professional standards
- paid and volunteer labor

- diverse goals

- local problem solving
- software development strategy
- business model

Benkler, Y. (2006) Wealth of Networks
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Information public goods?

- Public goods

- Non-excludable

- Non-rivalrous

- Classic examples: clean air, public parks, national defense
- Information public goods

- Security / privacy

- Knowledge

- Protocols and standards

- Open source software
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Package and Language Age (Interaction Term)

Model Prediction of Underproduction
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[ Champion and Hill (sanER 20241 Marginal effects: visualizing x on y for some fixed values of z;, 2,, etc. 70/74



Underproduction: when supply is insufficient to meet demand
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..but the ‘supply’ of new copies of software is practically
infinite, and the price of this software is often ‘free'...



Where might alignment of quality/security and importance come from?

When digital infrastructure is at its best,

- users and producers respond to one another
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When digital infrastructure is at its best,

- users and producers respond to one another
- such that the most important software is the best quality and the most secure.
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