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My research interests

• I study how open source works and how to make it better

• Including the risks we face and the ways we can prevail
• But I’m not alone...
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The key technologies behind generative AI are open source.

• Infrastructure and orchestration

• Programming languages
• Training data



The key technologies behind generative AI are open source.

• Infrastructure and orchestration
• Programming languages

• Training data



The key technologies behind generative AI are open source.

• Infrastructure and orchestration
• Programming languages
• Training data







Cue the Slop
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A Gist of Horrors
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My data

• Hundreds of comments across more than 40 sites, posts, etc.

• Blog posts and podcasts

Maintainers, Security Boulevard, OpenSourceSecurity.io

• News and trade articles

The Register, The New Stack, Ars Technica, IT Pro, Pivot To AI, It’s Foss, OpenTools.AI,
Socket.Dev

• Social media and discussion platforms

LinkedIn, Slashdot, HackerNews

• Repository and platform traces

HackerOne, GitHub

• Document list initially developed from observation, supplemented by following links
and doing searches
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Method: Thematic Analysis

Goal: Read textual data deeply to make sense of different lines of thought and argument.

• How does it work?

• Tag data with semantic codes
• “What’s the meaning of this?”
• Grouping and re-grouping codes into themes
• “How are these ideas connected?”
• Describing the themes you see

Braun, Virginia and Clarke, Victoria. (2008) Using thematic analysis in psychology. Qualitative Research in
Psychology
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From this...
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To this:
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[What] So what even is this plausible slop?

• High volume, unwanted

• Cheap to produce
• AI generated (context-sensitive, probabilistic)
• Difficult to validate and assess (but ultimated fabricated)
• Attacks both social and technical structures
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How bad is it?

• Good question.

• Bad enough for maintainers to raise it
• Strain to an already strained system

• Lesson from XZ vulnerability: Attacks targeting maintainer capacity can cause damage
• Automation allows for fast iteration / mutation

• Already quite sophisticated and it’s early days.
• If detected: Draws time away from real security issues
• If not detected: Waste, fraud, abuse, malware
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How bad does it have to be?

[ Dependency. Randall Monroe. https://xkcd.com/2347, CC-SA-NC 2.5 ] 16/37



How bad is it?

What’s our threat model here? How would we go about measuring the problem?

• Slop drowning out real problems

• Waste, fraud, abuse
• Social structures under strain

• Treating people like AI discourages them
• Using AI where once we had genuine interactions (“dead Internet theory”)
• Breakdowns in pathways of newcomers joining
• Burnout for contributors and leaders
• Worst case scenario: “Social model collapse”
...what’s this social model?
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[ Onions. Global Panorama. via flickr, CC BY-SA 2.0 ]



Onion model

Maintainers Casual
contributors

[Not to scale]

Core
contributors

Trusted
contributors
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Long tail model

• 80-20 rule

• ...might feel more like the 99.5-.5 rule...
• Core work from a smaller group, unique work from an expanded group
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[ Hydrographic map of Germany. Grasshopper Geography, all rights reserved. ]



[What] So what even is this plausible slop?

Recollect definition:

• High volume, unwanted
• Cheap to produce
• AI generated (context-sensitive, probabilistic)
• Difficult to validate and assess (but ultimately fabricated)
• Attacks both social and technical structures
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Is slop like spam?

Spam:

• High volume, unwanted messages✓

• Cheap to produce✓
• Procedurally generated×
• Easy to detect×
• Attacks (some social?) certainly technical structures⇔
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Is slop like a denial of service attack?

A DDOS is:

• High volume, unwanted messages✓

• Cheap to produce✓
• Procedurally generated×
• Easy to detect×
• Attacks technical structures⇔
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Is slop like spearphishing?

Spearphishing is:

• Low volume messages×

• Challenging to produce×
• Custom generated✓
• Hard to detect✓
• Attacks both social and technical structures✓
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Slop vs historical examples

Volume Production Toolset Identification Structural Cost
Spam High Easy Procedural Easy (Social?) & Technical
DDOS High Easy Procedural Easy Technical

Spearphishing Low Hard Augmented Hard Social & Technical

26/37



Why are people doing this?

• Are these well-intended newcomers whom we might find a way to welcome?

• Is slop like an eternal September?
• Able to be socialized into the community
• Discouraged if treated with hostility
• An investment in sustainability
• ....if such newcomers are indeed who is authoring the slop.

• Are these reward-seekers? (bounties, glory)

• Likely to respond to enforcement and consistency: rule changes, validation routines
• Perhaps less concerned with social incorporation
• May improve in their skill at wielding AI

• Are these attackers?

• May just be playing the odds
• May mutate to improve their strategy

• And if we can’t adjust to the volume, does it matter why?
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Dilemma

• Current approaches are insufficient

• My take: Governance is also likely to be insufficient

• Slop is well-formatted and follows the rules
...except for the rules about telling the truth...

• My take: Ad hoc ‘know it when I see it’ detection also seems likely to be insufficient

• Recall the now-dated advice about phishing and scams...
...to look for bad grammar and mismatched information.

• Thanks to generative AI tools, scammers can now have excellent grammar and correct
contextual information!

• Probably not reasonable to interpret language fluidity as safety

• As newcomers seek to be better, they may follow rules more closely and look more
like AI over time.

• Model ’tells’ are being ironed away rapidly.
• Fraudsters and attackers also get better and smarter – they might look less like AI
over time with better prompt engineering
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How can we respond?

• I think we need to draw from both our trusted arsenal and build up new strategies

• This is an active area of work!
• You’ve seen some of my analysis of the problem
• I’m drawing heavily from the community
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How are communities responding to this threat?

• In action right now:

• Support & encouragement for maintainers
• Rules & governance

• AI disclosure requirements
• AI bans

• Education & awareness

• Dialectical oppositions in proposed solutions
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need for automation

AI to stop AI

blame tool not user blame user not tool

don't bring slop to a slop fight

need for education

platform improvements

per-​project strategiescollective strategies

alternate paradigms
faster detection

improvements to current strategies
financial bonds

seek regulation
raise barriers to submissiontrust webs

platform withdrawal



[ Down the Road. Andrew (arg_flickr). via flickr, CC BY-NC-SA 2.0 ]



Next steps:

• Continuing my cataloging, but shifting gears to quantitative work

• Measuring impacts (both of slop and counter measures)
• Prototyping responses
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Contours of a response

• Governance responses collection: who is making what policy moves, and is it
helping?

• Building models to support automated approaches:

• Must use a toolchain consistent with software freedom:
open source, open data, open models, open weights.

• Use “as small as possible” language models (lightweight to train and run)
• Collectively available but locally tuned

• Beyond detection: Improved validation tools
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What do you think?

Are you seeing slop in your part of FLOSS? How plausible is it?
What kinds of traits would you look for in a solution?

Questions? Feedback?

kaylea@uw.edu—@kaylea@social.coop
https://kayleachampion.com
https://communitydata.science—@communitydata@social.coop
This work has been unfunded so far. I am actively seeking new funding and
collaborators!
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[ Washington Coast. John Murphy. (kingair42) via flickr, CC BY-SA 2.0 ]



Why are people doing this in the first place?

• Newcomers

• good faith contributors
• range of motives
• low quality submissions

• Experienced reward seekers

• good faith contributors
• payment
• glory
• high quality submissions

• Fraudsters, attackers

• payment
• glory
• deceptive submissions

Different motives suggest different responses.
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