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How do we use open source?

- Subject and Object

- as a tool (like everyone else)
- as a setting and data source
- as important in its own right
- as part of larger social and technical phenomena

- Research owes a lot to open source!

- Putting this research into practice can be a challenge.

- Thank you for being here to help bridge this gap!

- Note: tons of citations - all at the end. All links to free / open downloads!
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- Trends in architecture

- News from cybersecurity

- Better engineering practices

- Challenges around maintaining and sustaining
- Governing: Advice and Practice
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- ..and also Al. So much Al
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commits: it's inversely related in non-company projects but shows a positive correlation
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- My take: this is focused very late in the overall lifecycle of software development,
with implications that end up driving implications backward through the SDLC
- Potentially an area of weakness and risk, such that heavily cloud / containerized
spaces become all we have / can do
- What do we do when the cloud goes down?
- How are we architecting for whatever comes after the cloud?
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- ..including perhaps accidental Al slop bug submissions (Champion, working paper)
- Pickle poisoning persists, stealthily skirts scanning (Liu et al., 2025)
- 5year study found 6M fake stars on GitHub, with a big surge in 2024. (He et al., 2026)
- Repositories and packaging infrastructure are a serious target for attackers
- Can pinning help?
- Short answer: not really; end up in a web of dependency hell and npm’s architecture
causes issues here (He et al. 2025)
- Key quote: “pinning all direct dependencies has a significant influence on the three
measures of cost-higher exposure to security vulnerabilities, number of outdated

dependencies that need to be manually updated, and higher exposure to dependency
conflicts”

10/21



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

il



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?
- They tend to follow up, to use more neutral / less emotional language than user reports,
and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

il



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?
- They tend to follow up, to use more neutral / less emotional language than user reports,

and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.

il



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

- They tend to follow up, to use more neutral / less emotional language than user reports,

and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.
- Note: Small sample (5 projects)

il



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

- They tend to follow up, to use more neutral / less emotional language than user reports,

and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.
- Note: Small sample (5 projects)

- Reproducible builds - study in npm, Maven, PyPI, RubyGems, Cargo (Benedetti et al.
2025)

/2



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

- They tend to follow up, to use more neutral / less emotional language than user reports,

and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.
- Note: Small sample (5 projects)

- Reproducible builds - study in npm, Maven, PyPI, RubyGems, Cargo (Benedetti et al.
2025)

- Found many errors in reproducibility (Cargo and npm packages are reproducible, “but
only very few to none are in RubyGems, PyPI, and Maven)

/2



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

- They tend to follow up, to use more neutral / less emotional language than user reports,
and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.

- Note: Small sample (5 projects)

- Reproducible builds - study in npm, Maven, PyPI, RubyGems, Cargo (Benedetti et al.
2025)

- Found many errors in reproducibility (Cargo and npm packages are reproducible, “but
only very few to none are in RubyGems, PyPI, and Maven)
- But almost all of them quite fixable - lots of signs for hope here.

/2



Better engineering practices

- We know design / user experience is a challenging area for open source. What
happens when a UX design professional tries to contribute to open source?

- They tend to follow up, to use more neutral / less emotional language than user reports,
and are more likely to state both a claim & premise (“what and why”) (Sanei & Cheng
2025)

- They tend to speak about error prevention, consistency, and end-user control at a higher
rate than users, while users emphasize flexibility at a higher rate than UX pros do.

- Note: Small sample (5 projects)

- Reproducible builds - study in npm, Maven, PyPI, RubyGems, Cargo (Benedetti et al.
2025)
- Found many errors in reproducibility (Cargo and npm packages are reproducible, “but
only very few to none are in RubyGems, PyPI, and Maven)
- But almost all of them quite fixable - lots of signs for hope here.
- There is a talk about reproducible builds going on right now here at SeaGL!
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- Users actively opening issues, issue commenting, watching, starring correlated with
continued commits and release
- Especially in the early phases - and sustained "high engagement” (issues / commenting)
is associated with the highest longevity (Mohit 2025)
- Our takeaway here: correlation not causation - but - if you love a project, let it show.

- What predicts companies stopping engaging with open source? (Qin 2025)

- Kernel, Rust, OpenStack

- Those that left tended to be low-collaboration, low-volume, narrow scope from the
beginning

- My take: We talk about onboarding newcomers to our communities — seems like we also
should think about how we onboard organizations
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Telling quote: “A significant portion of these addition requests, 48.0%, originated from
huntrdey, an 0SS-specialized bug bounty platform, while only 11.7% were requests for
revisions.”

- Takeaways:

- Projects don't necessary start with a dream of founding a community
- If we grow governance by accretion, where might more radical change come from? Can
we end up with a heavier / more rules-heavy environment than we want? 13/21

- Bountyhunters want a security.md file to exist....
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- Encourage community adoption

- Do what you're supposed to (if you have time) - DOI, publication, document, add tests, contribution guides
- Do what you can (if you have to act quickly) - document how to use, screencast, archive to Software

Heritage

- Talk about what you're doing - Share your experience, accept social support, take time to grieve
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are:
Stay inside the law

- Know your threat model (individual, local, national)

- Decide if you are ending, pausing, or handing off

- Choose an open license (if you can)

- Save everything in multiple places

- Encourage community adoption

- Do what you're supposed to (if you have time) - DOI, publication, document, add tests, contribution guides
- Do what you can (if you have to act quickly) - document how to use, screencast, archive to Software

Heritage

- Talk about what you're doing - Share your experience, accept social support, take time to grieve
- Organize: “There is little point surviving today's flood if you drown in tomorrow’s. The best strategy is to

take preventive action, and the best way to do that in a research context is to become active in professional
associations and push them to take meaningful action.”

- There's an opportunity here: Research software is an area we can build stronger

[ Littauer et al (orkitglPaper 110 FLOSS in general.
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- Survey on Al impact on critical thinking. Key quote here: “Higher confidence in GenAl is associated with less
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- Let's not get overawed by the power of the tools we use.
- Generative Al is a superpowered autocorrect trained on our code, Reddit, and StackOverflow
- It's not Data from Startrek, or Hal from 2001 A Space Odyssey

- Evaluation of GPT-0SS, an open weight model from OpenAl (Bi et al. 2025)
- reasonable performance, especially in code generation, weaker in language production
- smaller model (20B parameters rather than 120B) out performs larger model

- What's the impact on 0SS projects? (Xu et al. 2025)
- Impact seems to be from less experienced contributors, but rework is often needed
- Key quote: “Importantly, the added rework burden falls on the more experienced (core) developers, who
review 6.5% more code after Copilot's introduction, but show a 19% drop in their original code productivity.
More broadly, this finding raises caution that productivity gains of Al may mask the growing burden of

maintenance on a shrinking pool of experts” 15/21
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Challenges continue to rise, now with Al harm, pickle poisoning, fake social signals - and be cautious about version
pinning as a strategy.
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UX pros can really help, and reproducible builds are possible!
-+ Challenges around maintaining and sustaining

Engagement, and especially early engagement and active engagement, really do lead to longer lived projects; if you love
something, let it show. Let’s think more about how to onboard newcomer organizations to our communities.

-+ Governing: Advice and Practice

We build accidental infrastructure, and may weigh ourselves down with rules and roles. Maybe the most important rule to
make is one about how to change the rules?

- Graceful Transitions
Open source is a strategy for making research software more resilient.
- ..and also Al. So much Al.
Growing evidence for skepticism about Al. Does your project have an Al policy? Let’s talk :) 16/21



This has been your 2025 research roundup! Thank you!

kaylea@uw.edu—@kaylea@social.coop
https://kayleachampion.com
https://communitydata.science—@communitydata@social.coop

Actively seeking new funding and collaborators! Let's work together!

| gratefully acknowledge support from the Sloan Foundation through the Ford/Sloan Digital Infrastructure Initiative, Sloan
Award 2018-11356 as well as the National Science Foundation (Grant 11S-2045055). This work was conducted using the Hyak
supercomputer at the University of Washington as well as research computing resources at Northwestern University.
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